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Objectives & survey details

2

This survey was conducted online with a nationally 

representative sample of 2067 adults across the UK 

between 15th and 17th July 2022

Primary objectives:

• Capture public awareness and perceptions of 

the Information Commissioner’s Office (ICO)

• Map out the public’s perceptions of the ICO, 

compared to other regulators 

• Measure public awareness of rights related to 

data use and protection, and how they 

exercise them

Secondary objectives:

• Understand individuals’ perceptions around 

handing over personal information in return 

for access to products and services

• Monitor the public’s level of trust and 

confidence in how companies and 

organisations collect, use and store personal 

information
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Awareness of the 
ICO
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15%
8% 7% 7% 4%

44%

37%
22% 23%

21%

30%

34%

34% 34%
32%

12%
22%

38% 36% 43%

Financial Conduct Authority

(FCA)

Civil Aviation Authority

(CAA)

Information Commissioner's

Office (ICO)

Medicines and Healthcare

products Regulatory Agency

(MHRA)

Competition and Markets

Authority (CMA)

Very familiar - I know a lot

about this organisation

Quite familiar - I know a

little about what they do

I have heard of them, but am

not sure exactly what they do

I have not heard of

them before today

As we anticipated, the ICO is one of the less well 
known regulators among those asked about

BASE: Total sample (weighted), n=2067 

Q: Below are some different regulatory bodies who work in the UK. How familiar are you with each one? 
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24% 23% 19% 18%
12%

61% 63%
59% 59%

56%

12% 10%
17% 19%

27%

4% 5% 5% 5%

Civil Aviation Authority

(CAA)

Medicines and Healthcare

products Regulatory Agency

(MHRA)

Financial Conduct Authority

(FCA)

Information Commissioner's

Office (ICO)

Competition and Markets

Authority (CMA)

Very good Quite good Not particularly good Not good at all

However, among those who feel like they know enough to 
provide an answer, the ICO’s reputation is generally positive 

BASE: All respondents excl. “I don't know enough about them to say”; Base varies by option

Q14. And for these regulatory bodies, how good a job do you think they are doing? Please think about what you know about each

one, e.g. from personal experience, reading about them in the news.



53%

52%

37%

34%

22%

19%

19%

11%

8%

7%

6BASE: All those familiar with the ICO, n=591; All those unfamiliar with the ICO, n=1476 (weighted)

Q15. To the best of your knowledge, which of the following do you know to be part of the ICO's role?

Q16. Which of the following would you expect to be the responsibilities of the regulator responsible for upholding information or data rights in the UK…

The public is aware of the ICO’s role in enforcing data 
protection regulations, alongside promoting transparency 
about the use of public information

Investigate complaints related to misuse of personal information

Impose fines or penalties on companies/ organisations that break data protection laws

Ensure public information held by public bodies is transparent and accessible to the public 

(e.g. ensure public access under Freedom of Information Act)

Educate and inform companies/ orgs about how to use personal information responsibly

Educate the public about how companies/ organisations use personal information

Protecting vulnerable/ disadvantaged people from having their personal information misused

Investigate complaints of nuisance marketing (i.e. unwanted or spam calls)

Help companies/ orgs use data in new ways to create and improve products/ services

Help children have an age-appropriate online experience

Promote economic growth

49%

52%

32%

28%

22%

30%

25%

11%

13%

4%

What do you know to be 

the role of the ICO?

What do you expect to be the 

responsibility of the [ICO]?
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As one would expect, those already familiar with the topic of 
data protection were more likely to say that they were 
familiar with the ICO 

There is a group within the sample who report that they do 
have some experience or have received training related to 
data protection, but hadn’t heard of the ICO before – this 
makes up 12% of the sample, and over-indexes on female 
respondents, and those aged 25-34

Digging deeper



Implications

The results show that public awareness of the ICO’s 

role and functions (particularly of its key strategic 

priorities, as outlined in the ICO25 plan) is low –

messaging that reaches everyone can help improve this
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Familiarity with data 
protection



Most of our sample reported being familiar with data 
protection through one way or another, while a quarter said 
they had little to no exposure to the topic

30%

17%

28%

25%

I have experience collecting, processing, and keeping

people's personal information (e.g. contact details)

secure (e.g. at work)

I have been provided training in data protection

regulations

I am familiar with the topic, but have not had any

formal training about data protection

I have had little to no exposure to this topic

10BASE: Total Sample, n=2067 (weighted)

Which of the following best describes your experience with data protection (e.g. this could be in your work or from somewhere else)?

Familiarity with data protection 

appears to be closely related to 

age and social grade. Those of 

working age and from higher 

socioeconomic grades were 

more likely to report being 

familiar with data protection.  



Age and socioeconomic grade (SEG) both correlate with 
familiarity with data protection – by combining them, we can 
see that SEG appears to play a slightly larger role in exposure 
to data protection issues
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39%

20%
29%

13%

28%
19%

29%
24%

45%

22% 23%

10%
20% 17%

31% 31%
25%

15%

32% 29%

15%
9%

30%

45%

I have experience collecting,

processing, and keeping people's

personal information (e.g.

contact details) secure (e.g. at

work)

I have been provided training in

data protection regulations

I am familiar with the topic, but

have not had any formal training

about data protection

I have had little to no exposure

to this topic

18-34 ABC1 18-34 C2DE 35-54 ABC1 35-54 C2DE 55+ ABC1 55+ C2DE

BASE: Total Sample, n=2067 (weighted). Base differs by cohort

Q: Which of the following best describes your experience with data protection (e.g. this could be in your work or from somewhere else)?



However, when asked about what types of data they would 
think of as personal information, the vast majority of 
respondents were able to correctly identify these

84%

83%

76%

76%

73%

72%

65%

56%

53%

2%

Personal details like your name, age and gender

Contact details like email address or phone number

Your address

Your purchase history (e.g. all the things you have bought recently)

Your internet search history

Information about your financial circumstances

The kinds of pages and accounts you ‘like’ or share on social media (e.g. 

on Instagram, Facebook, TikTok etc.)

Your political position (e.g. voting history)

Biometric information (e.g. fingerprints, face (for facial recognition))

None of these

12BASE: Total Sample, n=2067 (weighted)

Organisations and companies might use different types of data or information about people to help them provide services. 

Which of the following things in the list below would you think of as personal information? 
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38%

31%

29%

27%

26%

16%

12%

9%

6%

4%

11%

Website news sources

Word of mouth

Through my job/area of work

Newspapers and magazines

Social media

Official government sources

Radio and podcasts

School or university

The Information Commissioner's Office (ICO)

Somewhere else (Please specify)

Nowhere, I don't know about how personal…

Social media is the 

most popular source 

of information among 

younger respondents.

BASE: Total Sample, n=2067 (weighted)

Q: Thinking about what you know about how companies/organisations use personal information,, generally where would you say you have learnt most about this before?

Respondents cite using a variety of sources for learning 
about how personal information is used

Thinking about what you know about how companies/organisations use personal information, generally where 

would you say you have learnt most about this before?



Implications

The ICO needs to actively reach people who are less 

likely to have encountered data rights through work

14
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Behaviours/ 
experiences related 
to use of personal 
information



9% of our sample reported having shared personal 
information about a vulnerability or personal 
circumstances (e.g. a health condition) with an 
organisation so that they could be provided with 
better support

16



The vast majority of respondents also report taking some kind of 
action to limit access to their personal information in the last 12 
months (though this is predominantly more simple or passive 
actions)

14%

3%

6%

7%

19%

19%

30%

37%

39%

48%

55%

86%

17BASE: Total Sample, n=2067 (weighted)

Q: Which of the following have you done in the past 12 months? If you have done any of these things, but more than 12 months ago please just leave them unticked

NET Any of these

Reject/decline cookies when prompted when I'm online

Asked a company/ organisation to be removed from their contact list or marketing emails

Used ad blockers on websites

Decided not to use a service as it asked for your personal information

Blocked apps from collecting and sharing data about your activity

Chose not to use facial recognition or fingerprints as a method of confirming your identity

Used a VPN to protect your IP address or location

Asked a company/ organisation (verbally or in writing) to delete all personal information they hold about you 

Complained to a company/organisation about your dissatisfaction in the way they have been handling your personal information

Formally complained to the ICO about a company / organisation

None of these



Only a small proportion of respondents reported actively 
contacting an organisation in relation to personal information

19%

11%

11%

9%

7%

6%

14%

14%

9%

11%

10%

13%

67%

75%

81%

81%

84%

80%

Asked a company/ organisation to stop using your personal

information/ data altogether (e.g. direct marketing purposes)

Asked a company/ organisation to delete any personal

information/ data they had collected about you

Refused to provide a company/ organisation with biometric

data (e.g. fingerprint, facial recognition)

Asked for a company/ organisation to restrict or limit how they

use any personal information/ data they hold about you

Asked to see the privacy policy/ information of a company or

organisation that holds your personal information/ data

Asked a company or organisation to provide you with a copy of

all the personal information / data they hold about you

I have done this in the past 12 months I have done this, but more than 12 months ago I have never done this

18BASE: Total Sample, n=2067 (weighted)

Q: Have you ever contacted organisations or companies for any of the following things related to personal information that they might hold about you? 

Have you ever contacted organisations or companies for any of the following things related to personal 

information that they might hold about you?



Although the majority of respondents expect to be able to 
make reasonable demands around their data, awareness of 
these as legal rights is more limited

40%

31%

31%

33%

32%

34%

40%

35%

36%

36%

26%

29%

35%

31%

32%

Ask a company or organisation to delete personal

information that it holds about you

Limit the way a company or organisation uses your

personal information

Request information that is not routinely made public from

public sector bodies

Be informed whenever an organisation is [collecting and/or]

using your data

Find out if a company or organisation is using or storing

your personal information and ask to get copies of it

I was aware this

was a legal

‘right’ I have

I thought you should be

able to do this, but I didn't

know it was a legal ‘right’

I wasn't aware

of this before

now

19BASE: Total sample (weighted), n=2067

Q18. For each of these legal rights below, could you say whether you were aware that it was a legal right you held and 

that was protected by law?

Were you aware this was a legal right you held, that is protected by law?



14% of our sample were aware of all the data-
related legal rights shown to them

People within this group are more likely to be:

• Male

• Under 54 years of age

• From higher socioeconomic grades (ABC1)

• Have had experience or training related to data protection

Through a simple linear regression, we observe that lack of familiarity with data protection is most 
strongly correlated to a lack of awareness of data-related legal rights.

20

Digging deeper



Implications

The ICO needs to empower people to act on their 

rights when needed – increasing awareness and

removing barriers

The ICO needs to ensure it understands what people 

mean by data protection and related concepts, so that 

public-facing communications use language that people 

understand

21
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Attitudes towards 
data use



People feel very strongly about perceived misuse of 
personal information

71%

62%

59%

56%

51%

49%

37%

35%

33%

30%

22%

29%

29%

34%

36%

35%

39%

34%

45%

24%

6%

8%

6%

8%

10%

17%

23%

19%

30% 16%

Rising energy bills

Having your personal information/ data sold to other companies without your

consent

Identity theft (e.g. someone else pretending to be you)

Organisations/ companies using your personal information without your

permission

A company/ organisation losing personal information they hold about you

Delays or declining quality of healthcare in your area

Your personal information being used to make a decision (e.g. what kind of loan

you can take out) automatically, without being reviewed by a human

Seeing upsetting, inappropriate or harmful content online (e.g. in your social media

feed, on websites you use)

Organisations/ companies using personal information about you to influence your

behaviour (e.g. to try and encourage you to buy certain products)

Poor quality drinking water in your area

Very concerned about this Slightly concerned about this Not personally concerned about this Not really thought about this before

23BASE: Total Sample, n=2067 (weighted)

Q: Below are some things that people tell us they have been concerned about at different times. For each of these things, please say whether this is 

something you are  worried about, or if it’s something you don’t give much thought to or are simply not concerned about. 

For each of these things, please say whether this is something you are worried about, or if it’s something 

you don’t give much thought to or are simply not concerned about



Within our sample, many state that they are not happy for their 
data to be used for commercially oriented purposes, whereas 
over half are happy for their data to be used for ‘social good’
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41%

19%

16%

13%

12%

6%

5%

4%

29%

36%

34%

33%

25%

23%

22%

15%

13%

25%

25%

25%

22%

32%

31%

26%

4%

9%

13%

13%

20%

21%

23%

29%

5%

5%

7%

8%

15%

14%

14%

21%

8%

5%

6%

7%

6%

4%

5%

4%

Preventing children seeing inappropriate content online

Research done for the public good

Using data in ways required by the government

Providing personal support due to personal conditions /

circumstances

Using biometric information to confirm your identity or age

Using your location to make recommendations

Personalising your experience while using a site

Suggesting adverts you might be interested in

Very

happy

Fairly

happy

Don't

mind

Not particularly

happy

Not at

all happy

Don't

know

How do you feel about your personal information being used for…?

BASE: Total sample (weighted), n=2067 

Q8. There are lots of different ways that organisations use personal information. Thinking generally, how do you feel 

about your personal information being used for the following kinds of things?



While knowledge of what and how personal information is used is 
reported as reasonably high across organisations, perceptions of 
responsible usage are much lower

25BASE: Total sample (weighted), n= 2090. Q4: How well do you feel you know what type of personal information they would be likely to collect and 

use? Q5: How well do you feel you know how they would use personal information? Q6: And how sure are you that these types of 

companies/organisations would use and store your personal information responsibly?

58%

67%

71%

62%

74%

76%

80%

75%

84%

86%

Providers of cloud data storage

Search engines

Providers of smartphone / computer operating

systems

Video gaming services

Social media companies / platforms

Mobile, broadband and utility providers

Online retailers

Public sector organisations

Financial services

Healthcare providers

Know what info is collected and used Know how info is used Used/stored responsibly

50%

58%

59%

56%

64%

66%

71%

70%

74%

78%

34%

26%

37%

33%

21%

43%

35%

61%

66%

72%



For certain types of organisations, younger respondents 
were more likely to say that they understood the type(s) of 
personal information collected, how it would be used, and 
were more confident that it was being used responsibly

These organisations were:

• Providers or smartphone / computer operating systems

• Social media platforms

• Online retailers

• Video gaming services

• Search engines

• Providers of cloud data storage (e.g. DropBox, iCloud, Google Drive)
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People appear to have varying levels of confidence in 
organisations’ compliance with data protection regulations 

6%

5%

6%

7%

37%

37%

30%

39%

25%

25%

25%

26%

24%

26%

30%

22%

8%

7%

9%

6%

...keep your personal information securely so that

others cannot access it

...only use your personal information in the ways they

have explained they will (e.g. in their terms and

conditions / data policies)

...only collect the personal information they need to run

their business / provide their services

...abide by the laws and regulations in place to protect

people's personal information

Very confident Fairly confident Neither Not particularly confident Not at all confident

27BASE: Total Sample, n=2067 (weighted)

Q9: Thinking about organisations and companies operating in the UK generally, how confident are you that they… 

Thinking about organisations and companies operating in the UK generally, how confident are you that they…



Implications

Messages about enforcement may resonate with people and 

help to assuage some concerns

The ICO will need to remain aware of people’s seemingly 

contradictory beliefs about data use and sharing – and how 

to manage these when talking about other aims (e.g. 

promoting innovative use of personal information)

28
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Response to 
hypothetical data 
breach



More than 1 in 3 people in our sample reported having 
experienced some form of data breach in the past

9%

13%

5%

8%

26%

29%

17%

24%

65%

59%

78%

67%

Been told by a company/ organisation you have an account

with that your personal details may have been lost or stolen

Heard a news story about a company/ organisation you have

an account with losing or having personal details stolen, but

not been personally told by this organisation

Had personal details stolen and used to commit fraud

Had an online account accessed or used fraudulently by

someone else

In the past

12 months

Happened before, but

not in the past 12 months

Never happened (to the

best of my knowledge)

30BASE: Total Sample, n=2067 (weighted)

Q11. Which of the following have happened to you before?

Personal experiences with data ‘breaches’



Most people said that they would get in touch with the 
relevant organisation and the regulator if faced with the 
prospect of lost or stolen personal information

5%

8%

14%

24%

44%

63%

Something else (Please specify)

Nothing

Not sure

Report this incident to the police

Get in touch with the regulator to find out what you can

do / what your rights are

Get in touch with the organisation to find out exactly

what information had been lost

31BASE: Total Sample, n=2067 (weighted)

Q12: If you found out that an organisation had lost your personal information, or this information had been stolen, which of the following, if any, do you think you would do? 

Select all the options you might take 

If you found out that an organisation had lost your personal information, or this information had been stolen, 

which of the following, if any, do you think you would do? 

Among those who 

said that they would 

contact the regulator, 

only 12% said that 

they knew how to do 

this whereas 76% said 

they would search 

how to do so online



Implications

While people express a desire for taking action and engaging 

with the ICO in the event of a data breach, few know how to 

do so

The ICO will need to take steps to improve public visibility 

and accessibility of information about steps the public should 

take when such incidents occur

32



Summary 
• The results show that there are opportunities to improve public 

awareness of the ICO’s role and functions, particularly among those 

who are less likely to have encountered data protection through work

• The ICO needs to empower people to act on their rights when 

needed – by increasing awareness and removing barriers

• The ICO needs to ensure it understands what people mean by data 

protection and related concepts, so that public-facing 

communications use language that people understand

• The ICO should also be mindful of people’s seemingly contradictory 

beliefs about data use and sharing, when developing public-facing 

communications 
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